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Abstract— One of the first steps in communication
between two Internet end systems is often a DNS lookup,
mapping the domain name of the remote host to its IP
address. This step introduces a compulsory delay that may
have a very noticable effect on the overall loading of a Web
page — particularly when a DNS query or response is
lost. Depending upon server implementation, DNS timeouts
may be quite high — five seconds or more — but the
selection of timeout does not appear to be based on data
taken from in-depth studies.

In this paper we present a detailed investigation of the
optimal timeout for DNS queries by DNS servers. To do so,
we develop a method to investigate DNS response times,
collect an appropriate sample of data, and propose an
optimal timeout to be used by DNS server implementa-
tions. We found that the default timeout can be reduced to
one second, noticably increasing user-perceived application
performance while creating an imperceptible increase in
network traffic.

I. INTRODUCTION

The Domain Name System, or DNS, was de-
signed and implemented over twenty years ago and
continues to perform exceptionally well despite the
explosive growth of the Internet. DNS is primarily
used to perform domain name lookups, or the map-
ping of domain names to IP addresses. Every time
an Internet-based application makes a connection
using a domain name, the DNS system is used to
translate the name into an IP address useable by
the machine. However, evidence exists to suggest
that DNS delays can have a noticeable effect on
user-perceived web performance [1], [2], [3], [4],
[5], [6]. For example, Lee, et al. [3] found that the
placement of root servers had a significant effect
on DNS performance. Others, such as Cohen and
Kaplan [1] and Wills and Shang [6] found that
caching has a great impact on DNS performance
and methods of increasing its functionality would

have a positive effect on latency.

DNS works by sending queries to potentially
multiple DNS servers, each responding with either
the IP address being looked up or with the location
of another server to query. This process is illustrated
in Figure 1. A host first sends a request to its local
DNS server (1). The local DNS server then sends
queries on behalf of the host, following referrals
given by the responses until it receives an author-
itative response for the domain name (2-7). It can
now respond to the querying host with this answer,
allowing the user’s program to accomplish the task
it was performing (8).

Fig. 1.

The workings of DNS.

Originally, a minimum of two to five seconds
was suggested for the timeout of queries [7]. Later,
RFC1536 [8] stated that a good implementation
of the DNS system was shown by BIND. It also
stated that it starts “at the greater of 4 seconds
and 5 seconds divided by the number of servers”
and then it “cycles through servers and at the end
of a cycle, backs off the time out exponentially,”
continuing to 45 seconds. Since then, the various
implementations of this system have either used this
time as a default, or developed a new scheme of
timeout related to this. However, no known in-depth
study has an optimal time to use as the timeout. This



paper addresses this omission.

The importance of an optimal timeout is its im-
pact on the performance of web-based applications
that make use of domain names. If the timeout
for a query is too high, packet loss will result
in a delay between the time that a packet is lost
and the timeout. It is possible that this could be
several seconds of latency because retransmission
does not occur quickly enough. However, if the
timeout is too low, then queries will be sent while a
response to the original query is still being returned.
This causes unnecessary redundant packets on the
network, possibly negatively affecting performance,
both of DNS and other network-based applications.
The optimal timeout is the lowest possible time
that keeps the number of redundant packets to an
acceptable level.

For our research, we collected round-trip times
for DNS queries. Using this data we analyzed the
distribution of round trip times among DNS servers.
This paper will discuss the methods we developed to
collect our data and the effectiveness of a modified
timeout and a proposed timeout if a different value
is found to have a positive effect.

Il. RELATED WORK

A number of papers have examined performance
of DNS and its relationship to performance of web-
based applications. Mao, et al. [5] developed a
method to measure the proximity between clients
and their local DNS servers. They found that the
configurations of local DNS servers on clients could
be changed to decrease the distance between the
two. In addition, they found that this would enhance
the performance of the DNS system by measuring
round-trip times of different geographical distances
between clients and servers.

Also, Danzig, et al. [2] analyzed nameserver
caching. The timeout methods of the BIND imple-
mentation of nameservers is mentioned to explain
the way that it works and that it affects the perfor-
mance of DNS.

Wills and Shang [6] found that about 20% of
DNS lookups tested took more than one second,
demonstrating a significant relationship between the
DNS lookup time and the user-perceived time to
load a web object.

Bent and Voelker [9] analyzed the user-perceived
time to get an entire web page. They used a proxy
that could duplicate the actions of a typically user in
browsing various web pages, and collected the data
related to this. Among their findings, the concluded
that the average time for a DNS lookup for a single
object was 7.1ms. They also found that the average
DNS cost per page, at an average of 15 objects per
page, was 529.7ms. We will later show findings that
appear similar to these numbers.

Wessels, et al. [10] conducted laboratory simu-
lations of the traffic on the root servers and TLDs.
They examined the effects of various caching soft-
ware on the name servers and how the different
implementations spread the load on the servers.
Among the data collected, they suggest that caching
resolvers all follow the example of BIND 9 in its
implementation and also should all have some time
of exponential back-off.

Sekiya, et al. [11] developed a tool to collect
the round-trip times to various name servers. They
tested this tool on the root servers and several TLDs.
Although their data is limited by the fact that they
have samples from only 27 sites and only use dial-
up connections in more remote areas, their findings
also show that the RTTs all tend to be much lower
than five seconds.

Brandhorst and Pras [12] collected traffic data at
four different locations in order to analyze DNS.
With the data they collected, they performed some
statistical analysis to answer such questions as what
the percentage of DNS traffic is, what some typical
latencies are, and how often different types of
responses are received.

Brownlee, Claffy, and Nemeth [13] also collected
a large amount of data, but from a root server. With
this data, they analyzed the queries and observed
bogus queries, a few small DoS attacks, and exam-
ples of misconfigurations and their effects.

I1l. METHODOLOGY

To examine DNS timeouts, we began by investi-
gating the distribution of round-trip times between
any two nameservers. Using 2 million as an estimate
of the number of nameservers [14], we calculated
the number of different pairs of nameservers to be
2:000,000+(2.000,000- 1) — 1.999999 + 10'2. Because this
was far too large a number of data points to collect,




we determined that a sample of 1000 pairs of servers
would provide a sufficient level of accuracy. To
do the sampling we needed a list of nameservers.
Because such a list does not exist , we developed
a method to generate one. First, we gathered a
list of domain names, as explained in section A.
Then, we extracted the names and IP addresses of
nameservers from these domain names, as described
in section B. From this list, we gathered our data
using the method explained in section C.

A. Gathering Domain Names

We began by gathering a large set of domain
names. These names could be used to find the IP
addresses of nameservers. To gather the domain
names, we used a method similar to that of Gurevich
and Bar-Yossef [15]. We automated Google queries
using random combinations of two words from a
wordlist containing roughly 250,000 words. The
domain names in the top 100 results of each query
were compiled into a list of 1,257,789 names.

B. Building List of Nameservers

Next we used the list of domain names to compile
the IP addresses of nameservers. We created a script
to send DNS queries and parse the responses. The
script performed a dig query for an NS record on
each of the names, and recorded the name and IP ad-
dress of each nameserver it found. If it encountered
an SOA or a CNAME record, it moved to the parent
domain and added it to the bottom of the list to
be queried again. For example, if www.example.com
returned an SOA record, then example.com would
be added to the bottom of the list to be tried again.

After completing this script, we had a file contain-
ing a list of name servers, each of which was listed
with its IP address and a domain name for which it
is authoritative. From this list, we randomly chose
2000 servers to create our final list of 1000 pairs.
We made a program to randomly choose servers
that were put into pairs. Every time a server was
chosen, it was removed from the original list of
name servers to ensure that a server was never used
twice. At this point, we now had a list of 1000 pairs
of servers with their domain name and IP address
that we could use to collect RTT data.

C. Coallecting Data

To gather the round-trip time data, we developed
a three-step process , each of which used DNS
queries and two nameservers. The times collected
were the round-trip times between the two name-
servers. Our method was to measure the time be-
tween our collection machine and the first name-
server (NS1) and the time between our machine
and the second nameserver (NS2) through the first
nameserver. This allowed us to calculate the time
between the two nameservers. However, there were
some complications to this method. One issue we
encountered was the effect of caching, in both the
nameservers and the routers between them. We had
to take into account nameserver caching because
we had to make sure that our queries went to the
second nameserver and not just to the first. Also, the
routers along the path can cache the route, which
can also affect our measurements. The solution to
this was to ensure that the path to NS1 was cached
in the routers, and the IP address of NS2 and a
domain it was authoritative for cached in NS1. This
meant packets were subject to non-cached results
only between the two nameservers as desired.

The first step was to send a query directly to NS1
to look up the IP address of the name of NS2. The
purpose of this query was to cache the IP address of
NS2 in the first nameserver without sending a query
to NS2. Then, a second query was sent directly
to NS1 for an NS record of the domain name for
which NS2 is authoritative. This cached the domain
name and the IP address of a nameserver that is
authoritative for it in NS1, which we believed meant
that further queries to NS1 for the same domain
would go directly to NS2. Some possible problems
with this are explained in section V.

The second step was to send a query directly to
NS1 for the IP address of its own name. This is
how we collected the time between our collection
machine and NS1. This was repeated three times to
provide higher quality data. The time for this query
was recorded and is used to subtract from the total
round-trip time to obtain only the time between NS1
and NS2.

In the final step a query was sent directly to NS1
asking for a non-existent domain name for which
NS2 would be an authoritative server. This was
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Fig. 3. Time for first query to NS1.

repeated three times and the time for the lookup
to complete was recorded.

This process was repeated for 1,000 pairs of
nameservers, a sample of all the servers collected
in the list.

IV. RESULTS

The results are shown in Figures 3 through 8.

From the similarities in the first three graphs, and
the fact that over 99% of the data is under 500ms
for all three of these graphs, it can be inferred that
the data shown is consistant as appears to be valid.
The outliers that can be found in each graph can
be explained by congestion in either the route to
the server or on the server itself. Further testing of
the servers that produced these times showed that a
more consistent time could be found, helping prove
the congestion explanation.

In the other three graphs, the values for the rount-
trip times for the query to the second nameserver
(NS2) from the first are shown. The same trend is
seen in these graphs. The majority of values are on
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Fig. 5. Time for third query to NS1.
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the lower end, only about 4% of the times are above
1s.

Figure 9 shows the actual round-trip time between
the two nameservers. The data is taken from the
times for the second query to NS2 subtracted by
the times for the second query to NS1. This graph
is interesting because it shows the same trend as the
other graphs, meaning that there was a consistency
in the times that lent to the validity of the data. Also,
as can be seen from the few negative values, there is
a small amount of fluctuation in the times, as should
be expected. Because the negative values make up
less than 6% of the values and their distance from
zero is very small, it is clear that they are not
significant problems with the data. We looked at
these negative values for any times of a second or
more to check for problems, but the lack of this
meant that these negative numbers were simply the
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Fig. 9. Time between NS1 and NS2, based on the second queries
to each server.

result of slight variances in the round-trip times and
they could be counted as zeros.

Another aspect of Figure 9 that we needed to
analyze was the values that are above the majority
of the data. There are very few of them, helping
to show that there are not any major problems with
the data collected. Interesting though are the clusters
of times around 2 and 4 seconds. We are currently
still researching the cause of this clustering, but the
current theory as of this writing is that they are
related to timeouts that occured while we collected
our data.

Having now established that our data appears
valid, the most important feature of Figure 9 is
strong grouping of times along a line from 0 to
about half a second. This is the result that we were
looking for, showing that the vast majority of round-
trip times are well below the most common average
time used for query timeouts, 5 seconds. Therefore,
it is quite plausible that the default timeout value
can and should be lowered in order to account for
the current state of technology.

V. CONCLUSIONS

The data very clearly shows a concentration of
times under one second. Current implementations
of nameservers appear to have a timeout close to
one or two seconds in between server queries, but
this time varies. In addition, this is not a set default
and the timeout grows exponentially with successive
failed queries, making it farther and farther away
from the bulk of the round-trip times that we found.



Although we are still researching it, the clustering [13] N. Brownlee, K. Claffy, and E. Nemeth, “DNS

around two and four Seconds appears to ShOW the measurements at a root server” in Global Internet 2001,
ffect of ti ts by havi imil t d November 2001, presentation slides are available at
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the bulk of the data, but a few seconds above. [14] P.V. Mockapetris, “The internet and identifiers” in Proceedings
We believe that our data has shown that current of ACM SGCOMM, August 2005. [Online]. Available:

. http://www.sigcomm.org/sigcomm2005/slides-Moc.pdf
default timeouts could be changed to be closer tothe 15, 7™ gar-yossef and M. Gurevich, “Random sampling

optimal timeout. The effects of the current disparity from a search engine’s index 15th International
from the optimal time are een when there s packet  Jbrd | Wik, X0, Do DO
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delay of several seconds while trying to perform a

lookup. Therefore, a shorter timeout of one second

would limit this delay while keeping the number of

redundant queries to a minimum.
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